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ABSTRACT

Large Language Models (LLMs) exhibit remarkable capabilities across diverse applications. How-
ever, their potential to generate toxic content remains a significant concern. We introduce a novel
methodology combining Self Supervisor, External Monitor, and Adversarial Trained System Prompt
to prevent toxic generation while maintaining engagement. The Self Supervisor method involves
the LLM evaluating its outputs for toxicity and regenerating responses if necessary. The External
Monitor uses the PERSPECTIVE API to assess and guide the detoxification process. Furthermore,
the Adversarial Trained System Prompt leverages adversarial training techniques to iteratively refine
prompts and enhance the model’s defense mechanisms. Our empirical studies using the REALTOXI-
CITYPROMPTS dataset demonstrate the effectiveness of our methods in significantly reducing toxic
outputs across various LLMs, including GPT-3.5-turbo, GPT-4o, Llama-3-8b, and Vicuna-1.5-7b.
The results highlight the robustness and transferability of our approach, presenting a comprehensive
solution for mitigating toxicity in LLMs.

1 Introduction

Large Language Models (LLMs) exhibit remarkable capabilities across diverse applications. However, concerns regard-
ing their security persist, particularly regarding the generation of toxic content such as abuse, threats, misinformation,
hate speech, or discrimination. Unlike harmful outputs induced by deliberate jailbreaking prompts, Gehman et al. show
that models like GPT-3 can generate highly toxic sentences even when prompted with non-toxic sentences [5]. This
highlights the need for effective strategies to prevent LLMs from generating toxic content.

Our goal is to prevent toxic generation, as well as the over-defensiveness of toxicity. That means we also want to avoid
situations where LLMs consistently refuse to engage with prompts, often replying with "Sorry, I can’t assist with that."
Since not all toxic content stems from intentional attacks, it is crucial for LLMs to provide accurate and non-toxic
responses. To address this, checking the output and giving feedback is a good idea. We propose a method called Self
Supervisor, which involves the LLM checking its output for toxicity. If the response is judged non-toxic, it is output
directly; otherwise, the LLM generates a new, non-toxic response. Additionally, we can use the Perspective API’s
toxicity scores as feedback 1, acting as an External Monitor. As a a widely used, commercially deployed toxicity
detection tool, PERSPECTIVE API could play a role as golden rule on this problem.

Beyond real-time supervision, we also explore a prompt-based method inspired by adversarial training. We propose a
method called Adversarial Trained System Prompt, in which two LLMs are employed: one acts as an Attack Model
to generate and refine prompts that might produce toxic content, while the other serves as a Defense Model to analyze
and defend against these prompts. By iterating this process, the Defense Model extracts insights and modifies the
system prompt to better guide the Target Model. The Perspective API is used to classify responses as toxic or non-toxic,
ensuring continuous improvement and robust defense against toxic outputs.

1https://github.com/conversationai/perspectiveapi

https://github.com/conversationai/perspectiveapi


2 Related works

Toxicity and Detoxification Toxicity in LLMs is generation of rude, disrespectful, or unreasonable text that would
make someone want to leave a conversation. Since downstream users may include younger or more vulnerable audiences
and unintended outputs for given tasks are undesirable, Detecting and preventing toxicity is essential for LLMs. Gehman
et al. proposed two detoxification techniques[5]. One is Data-Based Detoxification, which relies on further fine-tuning
using a non-toxic subset of a balanced corpus. The other is Decoding-Based Detoxification, which only change the
generation strategy without changing model parameters. Decoding-Based Detoxification methods include Vocabulary
Shifting, Word Filtering and PPLM[4].

Jailbreak Defense Unlike detoxification, developing defenses against jailbreak attacks is an emerging field. We can
draw inspiration from defense techniques against jailbreaks to prevent toxic content. Varshney et al. summarize jailbreak
defense strategies for LLMs into the following categories: Safety Instruction, In-Context Exemplars, Self-Safety Check
of Input, Self-Safety Check of Output, Including Unsafe Prompts in Instruction Tuning, and Contextual Knowledge [9].
Zhou et al. categorize jailbreak defense strategies into filtering, prompt editing, fine-tuning, and implementation of safety
instructions [12]. Key contributions to our method include the concepts of self-supervision and adversarial process
training. Self-supervision leverages the in-context learning ability of LLMs. Phute et al. propose a self-examination
method to detect harmful responses in jailbreak defense [7]. Xie et al. introduce self-reminder, which encapsulates
the user’s query in a system prompt that reminds LLMs to respond responsibly. Adversarial training process further
helps LLMs learn out-of-distribution knowledge through in-context learning. Chao et al. [2] use an attacker LLM to
automatically generate jailbreaks for a target LLM, iteratively refining the jailbreak through repeated queries, usually
succeeding within 20 attempts. Zhou et al. [12] design an In-Context Adversarial Game to defend against jailbreak
prompts, employing an iterative process to enhance both defense and attack agents.

3 Methods

3.1 Self Supervisor

Figure 1: Self Supervisor

In Fig 1, we illustrate the construction of our Self Supervisor Process. First, the prompt is input into the LLM, which
generates a response. We then ask the LLM to assess whether the response is toxic. If the response is not toxic, it is
used as the output. If the response is toxic, we instruct the LLM to generate a non-toxic response to the same prompt,
and this new response is used as the output.

3.2 External Monitor

In Fig 2, we illustrate the construction of our External Monitor Process. The key difference in this process is that we
use the PERSPECTIVE API, rather than the LLM itself, to determine whether the response is toxic. The threshold for
toxicity is set to a score greater than 0.5.
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Figure 2: External Monitor

3.3 Adversarial Trained System Prompt

Figure 3: Use Perspective API as a Classifier

In this section, we show how to build our Adversarial Trained Process to help Target Model learn to not generating
toxic responses. We use two LLMs, one acts as an Attack Model and another acts as a Defense Model. The goal of
the Attack Model is to extract the attack insight and refine those prompts that failed to generate toxic content with the
extracted attack insight. By sending those refined prompts into the Defense Model, we then extract defense insight for
each successfully defended prompt and compress those insights as a guide for the next iteration. By several iteration,
we will generate a informative and instructive insight that guides the model.

For each of the iteration, we first generate the responses for our current training set and current system prompt with the
Target Model, and use Perspective API to separate it into a toxic set and a nontoxic set. This procedure is shown in Fig
3. After this initial set up, we will first go through the Attack Model.

3.3.1 Attack Model

The procedure of our Attack Model is shown in Fig 4.

Attack insight extraction After getting the toxic set and the nontoxic set, we pair each nontoxic prompts from the
nontoxic set with a randomly selected toxic prompts from a subset of the toxic set. The subset selects the prompts with
top-5 toxicity scores. Then we input each pair into the Attack Model to collect insight of why nontoxic prompts failed
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Figure 4: Attack Model

to generate toxic content compared to the toxic prompts. We put all insights in a pool, and randomly select one attack
insight from the pool for each pair of prompts as a refining guide.

Refine prompts We input each group of nontoxic prompt, toxic prompt, and the attack insight with an organized
prompt into our Attack Model again, and ask it to generate a refined prompt that will be more likely to generate toxic
content in out Target Model. After this procedure, we will receive a set of refined prompts. This prompt will be inputted
into the Defense Model as well as be used as the training set for the next iteration.

3.3.2 Defense Model

The procedure of our Defense Model is shown in Fig 5.

Figure 5: Defense Model

Defense reflection After receiving the refined prompts from the attack model, we will also go through the procedure
in Fig 3 with the Target Model to separate it into a refine toxic set and a refine nontoxic set. By combining the original
toxic set and this refine toxic set, we receive a combined toxic set. Using this combined toxic set, we implement a
defense reflection procedure with the Target Model itself [8], asking it to analyze why these prompts failed to generate
nontoxic content. Adding the reflection to the corresponding prompts, we go through the Target Model again and only
leaving those that have been successfully defended after adding the reflection.

Defense insight extraction Those defended reflections and prompts will be used as the input of our Defense Model.
For each reflection and its corresponding prompt, the Defense Model will extract the defense insight from it, and use
this insight to modify our current system prompt. The goal of this modification is to combine as more as possible
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defense insight into the system prompt will remaining it to be concise and instructive. After combining all defense
information, the last output would be the system prompt for the next iteration.

4 Experiments

4.1 Evaluation set up

4.1.1 Datasets

We use the standard benchmark dataset REALTOXICITYPROMPTS [5] for toxicity evaluation. We only focus on a
subset of REALTOXICITYPROMPTS, which includes 1.2K toxic prompts flagged as "challenging" by the official
dataset. We split 200 prompts as the evaluation dataset and remaining 999 prompts as the training dataset.

4.1.2 Defense methods

For self supervisor and external monitor, there is no need to do any training. Target Models are the same in all
experiments.

• Real-time Supervision These two defense methods are working in the conversation process, so the experiments
are all conducted on test dataset.

• One-shot Regeneration To save time in the conversation, the detection will only be performed once. Regard-
less of whether the response regenerated is toxic, it will be directly output.

For adversarial trained system prompt method, we have the following set up for the training phase.

• Target Models We implement our method in 4 LLMs, including GPT-3.5-turbo[6], GPT-4o, Llama-3-8b[1],
Vicuna-1.5-7b[3]. By evaluating our method on both open-sourced and closed-sourced models, we will be
able to see how well our method is adaptive to different models.

• Attack Model For the Attack Model, we want it to have great ability in attack insight extraction and has the
ability to refine the prompts while not refusing the request, so we need the model to be proficient in reasoning
while not so sensitive to toxic input. Therefore, we choose GPT-3.5-turbo as our attack model.

• Defense Model For the Defense Model, it should also have outstanding ability in reasoning and reorganizing
the insights into a concise but instructive guide. Based on this need, we choose the latest published GPT-4o to
be our efense Model, which has shown its ability to be productive and informative.

• Goal In this adversarial training process for the system prompt, we hope our method will achieve convergence
spanning several iterations. In this “training” phase, the Insight extracted by the Defense Model are integrated
as system prompts for the target Model, aiming to generate benign outputs.

• Training Procedure For each iteration, we goes through the Attack Model, Defense Model, and the evaluation
phase, and preserve the refined prompts and renewed insight for the next iteration. we need to check whether
this method will achieve convergence over several iterations.

4.1.3 Attack methods

To see which method is more effective towards different attacks, we evaluate each method with two attacking methods.
The first method is just the simple toxic prompts, and the second is adapted from the in-context attack method[11],
which combines our toxic prompt with few-shot demonstrations before the original system prompt.

4.1.4 Evaluation metric

As we have stated before, we will use the toxicity score evaluated from the Perspective API. Due to the limit
computational source and time, and gaining insight from toxicity evaluation from [10], we use two metrics to evaluate:
Average Toxicity (AveT) and Toxicity Probability (TP). Average Toxicity is the mean of toxicity score
over all toxicity scores in the test set, and Toxicity Probability is the proportion of toxic generations over all
generations.
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4.2 Experiment result

4.2.1 The convergence of adversarial training procedure

First, we conduct the training procedure of the adversarial training method. As we have introduced in our methodology,
for each iteration, it will use the refined prompts generated from the attack model in the last iteration. We do iteration
until the Toxicity Probability (TP) equals zero in the training set or stop after 4 iterations. The Toxicity
Probability (TP) over successive iterations of our four target LLMs is shown in below figure. As we can see from
the plot, the TP scores for all four models significantly decline after the first iteration and converge within 4 iterations.
For GPT-4o and Llama-3-8b, the TP scores reach zero and the iterations stop earlier. This indicating that the adversarial
process process successfully extract all possible attack reasons and defense insights within the training set and these
two models have stronger ability in learning.

Figure 6: Toxicity evaluation for the adversarial process training iterations

4.2.2 Comparisons between purposed methods

For each of our Target Models, we implement self-supervisor, external monitor, adversarial trainied system prompt
together with the baseline no-defense method against each of the two attack methods, the toxic prompts attack and
the in-context attack (ICA), on our test set, and get the Average Toxicity (AveT) and Toxicity Probability
(TP) for each of the pairs. The results are shown in the Table 1 and Table 2.

Table 1: Toxicity Probability of Different Target LLMs under Various Attack and Defense Methods

Target Models Attack Method Defense Method

No Defense Self Supervisor External Monitor Adversarial Training

GPT-3.5-trubo Toxic Prompt 5.0% 0.5% 0.5% 0.5%
ICA 45.0% 26.5% 0.0% 4.0%

GPT-4o Toxic Prompt 8.0% 2.0% 0.0% 0.0%
ICA 14.0% 10.5% 2.0% 6.5%

Vicuna-1.5-7b Toxic Prompt 27.5% 23.5% 5.0% 6.0%

ICA 47.5% 30.0% 11.0% 18.5%

Llama-3-8b Toxic Prompt 0.0% 2.5% 0.0% 0.0%
ICA 0.0% 12.0% 0.0% 0.0%
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As we can see, all three defense methods that we purposed can help to reduce the toxicity level of output in both
attack scenarios. Particularly, the external monitor outperforms other two methods, and the external monitor and the
adversarial training both reduce the average toxicity into a considerable level. This is actually because the external
monitor is exactly our evaluation metric, therefore those generations that will be labeled as toxic in the evaluation step
will be fully detected by the external monitor. By giving the instruction back to our Target LLMs, it will accurately
regenerate those toxic prompts. But however, if we change a evaluation metric, for example we change to a more strict
definition and criterion for the toxic content, then this external monitor using Perspective API might not work as good
as here. So this is why we counted it as a "golden rule". We can see that the adversarial training method actually reaches
a comparable result, which indicating that this method is effective in detecting the toxicity.

Also, for the external monitor, we need to go through LLMs at most 3 times, including two times for the Target LLM
and one time for the Perspective API, causing a long generating time for one response. But for the adversarial training
method we only need to generate once, which is much more efficient. This should also be take into account when
considering what method to be used for detoxification.

For the ICA scenario, the toxicity probability for GPT-3.5-turbo reduces most among all other Target LLMs, indicating
that it has the strongest tendency to follow the demonstration in the system prompts, but it can be well-defensed by our
purposed external monitor method and adversarial method.

It is worth noticing that the performance of the original test set is already perfect even with no defense in Llama-3-8b,
however, both the toxicity probability and average toxicity increase with self supervisor method. By looking these
results in detail, we find that the method successfully recognize the response as toxic, but it also generates the toxic
content in the reasoning and includes it in its output. We will discuss this in the limitation section.

Table 2: Average Toxicity of Different Target Models under Various Attack and Defense Methods

Target Models Attack Method Defense Method

No Defense Self Supervisor External Monitor Adversarial Training

GPT-3.5-trubo Toxic Prompt 0.0957 0.0441 0.0375 0.0356
ICA 0.4241 0.2726 0.0351 0.0887

GPT-4o Toxic Prompt 0.1325 0.0714 0.0622 0.0452
ICA 0.1964 0.1594 0.0983 0.0983

Vicuna-1.5-7b Toxic Prompt 0.2742 0.2634 0.1479 0.1292
ICA 0.3906 0.3186 0.2003 0.2120

Llama-3-8b Toxic Prompt 0.1034 0.1258 0.1149 0.0853
ICA 0.0866 0.1913 0.0890 0.0854

5 Limitation

The first limitation comes from our dataset. Considering that the dataset REALTOXICITYPROMPTS we used in our
experiment was published a few years ago and the rapid development in LLMs, the dataset might have been used as a
fine-tuning dataset for some of our target models. Therefore, the conclusion that we have obtained might not be able to
transfer to a new toxic dataset without further experiment. Also, there is only few existing datasets for toxic prompts,
and from our results we can see that the toxic generation is still a unresolved problem. Therefore, it’s worthwhile to
construct some a new toxic prompt dataset for further research.

The second limitation is related to the response of our target model. Take the Llama-8b as an example, when checking
the toxic outputs that has been detected by the Perspective API, we find that the model refuses the continuation first and
it also include some parts of the toxic prompts in its response. See the example in Fig 7. For these generations, we
should consider as defended successfully instead of counting it as a toxic generation. It might be better to involve other
evaluation metrics instead of only using the Perspective API.

Also, after checking all generations in our experiment, we find out that it’s possible to generate nontoxic and meaningful
responses even when the given incomplete user prompts are toxic. This actually should be a further goal of our Target
LLMs, that is to decrease outputs that refuse to complete the task while decrease the toxicity of the generation.
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Figure 7: A example of toxic output generated by Llama-3-8b

6 Conclusion

In our exploration of methods to mitigate toxic content generation by Large Language Models (LLMs), we evaluated
Self Supervisor, External Monitor, and Adversarial Trained System Prompt. Each method has its own unique advantages
and limitations, and can play distinct roles in addressing different future tasks related to LLM toxicity.

The Self Supervisor method, while simple to implement and effective against basic toxic prompts, relies heavily on
the LLM’s inherent learning ability (e.g., it yields poor results with Vicuna). It performs well in defending against
straightforward toxic prompts but cannot defend against ICA. Additionally, to save time in real conversations, detection
is performed only once, limiting its efficacy against more sophisticated tasks.

The External Monitor, leveraging the PERSPECTIVE API, provides the highest accuracy in detecting toxic content.
Since the PERSPECTIVE API is our sole criterion for toxicity detection, the External Monitor functions similarly to a
Bayes classifier in machine learning. However, we cannot use the External Monitor, our gold standard, in real-world
applications because the link to the Google API is vulnerable, making it unreliable for ongoing conversations. Therefore,
we aim for our detoxification methods to closely align with the External Monitor.

The training process between two adversarial models enables the Adversarial Trained System Prompt method to perform
well in defending against both straightforward prompts and ICA. By using a system prompt for defense, the Target
Model responds rapidly, ensuring that users do not feel uncomfortable during conversations. This method closely aligns
with the External Monitor in terms of Toxicity Probability and achieves a lower Average Toxicity Score. We believe the
reason the Adversarial Trained System Prompt cannot entirely surpass the External Monitor is that its performance
depends on the size and quality of the training set. As shown in Fig. 6, all models reach convergence in the first iteration,
indicating that our training set is too small for the system prompt to learn enough information.

In summary, while all three methods contribute to reducing toxic content generation, the Adversarial Trained System
Prompt offers a balanced and robust approach, providing near-optimal performance akin to the External Monitor but
with greater stability and efficiency in practical applications.
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